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Housekeeping

» Cell phones, pagers, Treos, Blackberries on stun,

pl ease. No noil se i s make one ofus: I
come down there; make oem si l
i I'f - 'you have a question, T ai se
answer on the fly. (We may ask you to be patient if

't 0s something WeoOore going to
i 't 6s OK to have fun I n here.

» Please fill out your evaluation forms. This session was
created based on evalutions from prior Advisor events.
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\Who-are we?

Allan Hurst / KIS Computer Center

A Spends his time fixing weird (often catastrophic) problems on
enterprise and corporate networks.
Favorite Quote:

nltos never done THAT before! o

Dirk Smith / Alexander LAN, Inc.

» Creator of the Alexander SPK which automates recovery
and diagnostics of system crashes.

Favorite Quote:
nlités been really hard to login si

AdvisorEvents.com



Who-are you?

e This session Is designed for network administrators who
are responsible for installing and/or maintaining NetWare

Or Wi ndowsS Servers

runni ng Novel

ebecause I f you: thsostufiftompbappening::

Iﬁhrud [=1] PHﬂ: Page Fault Processor Exception CError code BBPBEEBAY
05 wersgion: Howell HetWars 5.68 August 18, 2061
- .Debog synbols are enabled?
Running Process: MBEMD ., HLM 1 Procogs

Etack: 00 PR 0@ PR 5@ 54 B D3 7C DL AC D3 @8 97 BA 03
A3 BR 0@ BA E2 A BA AE B8R AE BA A8 AR B B4 B4
31 BB B8 B0 08 97 BB DI 88 BE B8 00 B0 08 BR O

fhdditional Infornation:

in that module or in data passed to that module by a process owned by
JAEEHD . LM,

Press:
"B to guszpend the running process and wpdate the ABERD.LOG £ile.
M o copy diagnostic imags to dick CCOREDURE:.
"K"™  to wpdate ABEHD.LOG and then exit.

IMriting diagnoztic core dump to: CrwCOREMIKE. 1HG
(Press ESC to cancell

Writing page 1b6% of Z61YHEY Snormal: PH. phanton: Th)

The CPU encountered a problem exgcuting code in LIBE.HLH. The problem may be
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THOMAS C. BURRELL, MCSE, CNE, CCNA

e youoll hav |
update one of  these : T —————————————

Proven Technical & Management Expertise in a Career Spanning 15+ Years
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Why are we all here today?

e As system administrators we need to know:
. How to prevent crashes
and since theyore gonna crash anyw
.. How to diagnose crashes

€ (I'f youdre reading this text, youobre scaring us. We canoét even read thi

IFI]'l-en:l. on PHE: F'.'I.HE Fault Processor Exception ({Errvor code BPPAHBEA}
05 wergion: Howell MetHare 5.68 fugust 18, 2081

- -.Debog synhols are enahled?
Running Processs ABEHD.HLH 1 Process
Btack: U 8P BY PH 868 L4 Ba D3 7 D1 AC D3 @B 97 BR DG
A3 AR 0@ BAA E3 AZ @@ AR 2P AA AR B@ AR B8 A4 B84
31 B8 B8 AR 98 97 BE D3 S8 B8 BB 00 BB 08 BR 8@

Jadditional Infornation:

The CPU encountersd a problem executing code in LIBC.HLH. The problem nay he
in that module or in data passed to that module by a process owned by
JNEEHD . HLH .

Fregs:
"B to guzpend the running process and uﬁdatc the ABEND.LOG file.
Y pp copy diagnostic image to disk CCOREDUME:.
K" to wnpdate ABEHD.LOG and then exit.

IMriting diagnostic core dwnp to: CisCOREDUIME. 1MG
(Press EEC to canceld

Heiting page 16% of Z61YHY dnormal: YH. phanton: 752

AdvisorEvents.com



l'nt.er |

way

{0

)
I3
@
O

ud
t

Delta Air Lines

FIRST CLASS

guakecon 2002 - mesquite, texas,

AdvisorEvents.com



Crashes Cost Money.

» What does a crash-  really costyour company?

» The per -hour cost of downtime is a lot higher
than you may think.

» Consider a company of 100 people being paid an
average of $30, 000/ year. T

= $1,500/hour downtime cost! (And thatos j
salary, not including payroll taxes or the cost of lost
business.)
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hStuf.fo. . -Happens.

» The best way to handle disasters?

» Prevent them from happening in the first
place!

iKnow how t o recover from wh
prevent.

» These techniques apply to both NetWare
and Windows platforms for eDirectory.

» Prevention is = always cheaper than
recovery.
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\What causes crashes?

. Processor Exception Abends*
.. Software Exception Abends
s Hardware Abends

..  CPU Hog Abends

* NABENDO ABrormalnEND of progr amo, | e:
This term dates back to the first computer language
compilers, long before the advent of NetWare.
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1 . hProcessor Exceptil o

Abends detected by the CPUare called processor exceptions.

» These always include the words "processor exception™ in
the error message. E.G., "Abend: Page Fault Processor
Exception ."

» Occurs when the processor encounters an invalid address
or machine instruction.

A Abend message displays additional
information about the abend,

Ah=nd on [l-'IH Page Fault Processor Exception (Eeror code BRPRESERED - - -
08 version: Navell Natbare 5.60 fuguse 1. 2091 including the process running at the
DE']:II.IJ yn}l-u'l are enahled? .
1 I- “ad éhllﬁé:ugnsgh E]Iﬂ 03 rL.I_II 'IL. b3 rJL1 77 BB I3 tlme Of the abend'
A9 BE A2 AR E2 A2 B2 AQ PR A@ PR AR PR BB B4 B4
31 BB 0@ B9 9@ 97 BA D3 B0 A0 6P A0 @B BB BA O . .
jgsicions] nformation: e A If the running process is an Interrupt
e CPU encountered a problem executing code in «HLH. e prohlem nay he . .
rj}]aﬁhb[:._ﬁh_r‘mtlulu pr in data passed to that module by & process owned by SerVICe Routlne (ISR)’ then the
]IH'-I'E:J': to zugpend the running process and update the ABEND.LOG File. prOblem IS usua”y Caused by a LAN Or
::H'I: Lo copy diagnostic inage Lo -:lj'.:]_i CROREDUAE > . o o . .
%" to update ABEND.LOG and then ewit. d|Sk dnver Sometlmes it can be
lriting tlinyn-uutil: core dunp to: CrsCOREIUAE. IHG
Presa TG to emncel) caused by a hardware problem.

HWeiting page 165% of 26198Y Cnormal: FB, phanton: 752
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2. nNSoftware EXcepti or

Abends detected by NetWare. ar e <cal |l ed Asoftwar

e Abends are NetWare's way of ensuring data integrity.

e NetWare continually monitors server activities to ensure
proper operation.

e When NetWare detects a condition that threatens data
Integrity (such as an invalid parameter being passed in a
function call or certain hardware errors), it halts the active
process and displays an "Abend"” message on the screen
(or the Alexander SPK gathers a diagnostic Crash File).

e To troubleshoot a software exception, simplify the server
by removing software component s.

7

when everythingos been removed e
a time until the problem reoccurs.
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3. Hardware Abends

Har dwar e abends a-maskablet her

I nterrupto (NMI) or nmachi
There are two kinds of NMI error messages:

Aj 1. "Abend: NMI parity error generated by 10
<;f/\ check."

The source of an IO check abend could be anywhere in the
server.

2. "Abend: NMI parity error generated by system
board."

The source of a system board abend could be anywhere in
the system, but is most likely to be in the system board or

‘Q its memory.
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Mor e -on - - Hardwar e

If your server experiences a hardware abend, run any
diagnostic programs your hardware vendors provides to
help locate the source of the problem.

Try swapping hardware components to see whether the
problem disappears when a particular component is
replaced. Swap components in this order:

1. Memory

2. Power supply

3. System board

AdvisorEvents.com
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4, CPU Hog Abends

A CPU Hog abends occur when a process
wonot release contr ol (
certain period.

A This time is specified by the NetWare
parametCPrU Hoag Ti meout

A When this happens, the Abend process
suspends the nhogo thr e:

Option 1: Try giving it more time (by setting the
CPU Hog parameter to noOo, t
back).

Option 2: Try removing the offending module, and
see If that fixes the problem. P .



Other Categories of server crashes

Soft Cr aaewhersthe GS can be prevented from
needing to crash just by suspending a process and/or module.

e In NetWare installations without the SPK , youol |I
consol e prompt sbh=o,! iwhgerve “mhn 01 <i S

abends have occurred.
( | h asia high number your server is having a bad day.)

Services of the suspended thread owner(s) are lost until the
serveros restarted.

¢ In installations with the SPK , there'll be an Ed! be an
screen offering you the option of unloading the culprit module,
cleaning up the resources, and reloading the module if you

S like.
N
\; This is useful when a module might have only been corrupted
U \ in memory, so reloading it from disk would be OK.
>« Hard Crashes
O\

When nothing can prevent the system from crashing and
it will have to be fully restarted to regain its services
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What are the major causes of
server crashes?

SOFTWARE
95% of system crashes are software
generated!

Most crashes are repeat crashes.

. This applies to servers — and PCs

The OS is rarely at fault (any OS!) It is usually
a module froma 3 ' party vendor.

If the OS appears qguilty, probably he was
simply executing bad instructions passed by a
3" party module. > =

4
-
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Crashes ‘¢can
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Prevention 101:
Us e - Ai-decent o . har dw="e

~

Brand Names Count. (Yes, really.)

+» Avoi d ndeath cloneso f or production"achi

» Clone components change too rapidly to find again.
(brand - name components are usually stocked for several years )

» Clone servers are certified only at the component level.

» Avoid servers that are glorified workstations.
(Vendors: You know who you are. Stop it!)

» Use Novell/Microsoft certified platforms only. (Please.)

» Exampl es of fABrand Nameo servers that hayv
Compaqg/HP, IBM, Dell

+» REAL servers are €
e Built entirely from components intended for 7x24 use for 3 years or more
e Optimized for high performance/throughput as a single machine
e Certified as a cohesive unit, NOT as individual components

» Factory -Built or Assemble It Yourself Onsite?
¢ Factory -built servers still require a systems check.
ceADI YO servers take more ti me, but youdre certa
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Prevention 101
Add Enough-Memory

A Al'l anos RAM Rul e #1

ni f a Net War e or Wi ndows Ser v W I
at 1GB. o

A Al'l anos RAM Rul e #2

ni f a server wi | | use Net Ware 6.5
startitat 2GB. 0O

A Al 'l anos RAM Rul e #3

nThere 1 s No Such Thing as Too Mu
Me mor y. o

(The ol d, nNtoo much memoryo rul e |
NetWare 2.x 1)
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Prevention 101:
Get An Extended Warranty

Caveat Emptor: Al ways buy the manu
ext ended war not abogusadd 3on.

AN Out of the boxo0 war {siteserviceiizone ¢ 0 I

business day, with a aresteeffotwws ¢
» The average difference between an out - of - box warranty.

call and-a 7x24x4 hour-contract call? 3 -6 business days!
» Most manufacturers maintain separate  stocks of spare

parts for nAncont-cantobaebhod 6Goenhome

» Buy a 7x24x4 hour response onsite warranty that will last
at 2 ([ nr mnr a ) V. AaAar. < It A< = )

server down with bad hardware for one or more day(s).

» Most warranty uplifts cover only components INSIDE the
server box. External systems such as tape drives or
storage arrays need their own extended warranties.
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