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Housekeeping

Â Cell phones, pagers, Treos, Blackberries on stun, 
please.  No noise is good noise.  (Donôt make one of us 
come down there; make óem silent!)

Â If you have a question, raise your hand.  Weôll try to 
answer on the fly.  (We  may ask you to be patient if 
itôs something Weôre going to talk about shortly.)

Â Itôs OK to have fun in here. Honest.

Â Please fill out your evaluation forms.  This session was 
created based on evalutions from prior Advisor events.
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Who are we?

Allan Hurst / KIS Computer Center
Â Spends his time fixing weird (often catastrophic) problems on 

enterprise and corporate networks.  
Favorite Quote: 

ñItôs never done THAT before!ò

Dirk Smith / Alexander LAN, Inc.
Â Creator of the Alexander SPK which automates recovery 

and diagnostics of system crashes. 

Favorite Quote: 
ñItôs been really hard to login since I unloaded ETHERTSM.NLM.ò
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Who are you?

É This session is designed for network administrators who 
are responsible for installing and/or maintaining NetWare 
or Windows servers running Novell productsé 

ébecause if you donôt prevent this stuff from happening:
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É é youôll have to 
update one of these :  
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Why are we all here today?

É As system administrators we need to know:
1. How to prevent crashes
and since theyôre gonna crash anywayé

2. How to diagnose crashes 
É (If youôre reading this text, youôre scaring us. We canôt even read this small on the laptop screen.)
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Interlude: ñA funny thing happened on the 
way to the summitéò
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Crashes Cost Money.

Â What does a crash really cost your company?

Â The per -hour cost of downtime is a lot higher 
than you may think.

Â Consider a company of 100 people being paid an 
average of $30,000/year.  Thatôs 100 x $15/hour 
= $1,500/hour downtime cost!  (And thatôs just 

salary, not including payroll taxes or the cost of lost 
business.) 

Â Many companies lose MILLIONS of $ per hour in 
lost businessé



AdvisorEvents.com

ñStuffò Happens.

Â The best way to handle disasters?

Â Prevent them from happening in the first 
place!

ÂKnow how to recover from what you canôt 
prevent.

Â These techniques apply to both NetWare 
and Windows platforms for eDirectory.

Â Prevention is always cheaper than 
recovery.



AdvisorEvents.com

What causes crashes?

1. Processor Exception Abends*

2. Software Exception Abends

3. Hardware Abends 

4. CPU Hog Abends

* ñABENDò = from ñAB normal END of programò, ie: crash.   
This term dates back to the first computer language 
compilers, long before the advent of NetWare.
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1. ñProcessor Exceptionò Abends

Â These always include the words "processor exception" in 
the error message. E.G., "Abend: Page Fault Processor 
Exception ." 

Â Occurs when the processor encounters an invalid address 
or machine instruction.

Abends detected by the CPUare called processor exceptions.

Å Abend message displays additional 

information about the abend, 

including the process running at the 

time of the abend. 

Å If the running process is an Interrupt 

Service Routine (ISR), then the 

problem is usually caused by a LAN or 

disk driver. Sometimes it can be 

caused by a hardware problem.  
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2. ñSoftware Exceptionò Abends

Abends detected by NetWare are called ñsoftware exceptionsò

É Abends are NetWare's way of ensuring data integrity.  

É NetWare continually monitors server activities to ensure 

proper operation. 

É When NetWare detects a condition that threatens data 

integrity (such as an invalid parameter being passed in a 

function call or certain hardware errors), it halts the active 

process and displays an "Abend" message on the screen 

(or the Alexander SPK gathers a diagnostic Crash File). 

É To troubleshoot a software exception, simplify the server

by removing software components. If the serverôs stable 

when everythingôs been removed é reload modules one at 

a time until the problem reoccurs.  
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3. Hardware Abends

Hardware abends are either ñnon-maskable 

interruptò (NMI) or ñmachine checkò errors.
There are two kinds of NMI error messages:  

1. "Abend: NMI parity error generated by IO 
check." 

The source of an IO check abend could be anywhere in the 
server.  

2. "Abend: NMI parity error generated by system 
board." 

The source of a system board abend could be anywhere in 
the system, but is most likely to be in the system board or 
its memory.
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3. More on Hardware Abendsé

Â If your server experiences a hardware abend, run any 
diagnostic programs your hardware vendors provides to 
help locate the source of the problem. 

Â Try swapping hardware components to see whether the 
problem disappears when a particular component is 
replaced. Swap components in this order:  

1. Memory

2. Power supply  

3. System board 
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4. CPU Hog Abends

ÅCPU Hog abends occur when a process 
wonôt release control of the CPU within a 
certain period.  

ÅThis time is specified by the NetWare 
parameter  ñCPU Hog Timeout Amount =ò

ÅWhen this happens, the Abend process 
suspends the ñhogò thread.

Option 1: Try giving it more time (by setting the 
CPU Hog parameter to ñ0ò, then changing it 
back).

Option 2: Try removing the offending module, and 
see if that fixes the problem.
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Other Categories of server crashes

Soft Crashes é are when the OS can be prevented from 

needing to crash just by suspending a process and/or module.

Ë In NetWare installations without the SPK , youôll see a 
console prompt starting with ñ<n>ò, where ñnò is how many 
abends have occurred.

(If ñnòis a high number your server is having a bad day.)

Services of the suspended thread owner(s) are lost until the 
serverôs restarted.

Ë In installations with the SPK , thereôll be an Edna (SPK) 
screen offering you the option of unloading the culprit module, 
cleaning up the resources, and reloading the module if you 
like.

This is useful when a module might have only been corrupted 
in memory, so reloading it from disk would be OK.

Hard Crashes

When nothing can prevent the system from crashing and 
it will have to be fully restarted to regain its services
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What are the major causes of 
server crashes?

- SOFTWARE
95% of system crashes are software 
generated!

- Most crashes are repeat crashes.

- This applies to servers and PCs

- The OS is rarely at fault (any OS!) It is usually 
a module from a 3 rd party vendor.

- If the OS appears guilty, probably he was 
simply executing bad instructions passed by a 
3 rd party module.
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Crashes can be very publicé
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Prevention 101:
Use ñdecentò hardware 

Brand Names Count.  (Yes, really.)

Â Avoid ñdeath clonesò for production machines.

Â Clone components change too rapidly to find again.
(brand -name components are usually stocked for several years )

Â Clone servers are certified only at the component level.

Â Avoid servers that are glorified workstations.
(Vendors: You know who you are. Stop it!)

Â Use Novell/Microsoft certified platforms only. (Please.)

Â Examples of ñBrand Nameò servers that have worked for us:
Compaq/HP, IBM, Dell

Â REAL servers are é
Ë Built entirely from components intended for 7x24 use for 3 years or more
Ë Optimized for high performance/throughput as a single machine
Ë Certified as a cohesive unit, NOT as individual components

Â Factory -Built or Assemble It Yourself Onsite? 
Ë Factory -built servers still require a systems check.
ËñDIYò servers take more time, but youôre certain of the result.
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Prevention 101:
Add Enough Memory

Â Allanôs RAM Rule #1: 

ñIf a NetWare or Windows server will use Java, start 
at 1GB.ò

Â Allanôs RAM Rule #2: 

ñIf a server will use NetWare 6.5 or Windows 2003, 
start it at 2GB.ò

Â Allanôs RAM Rule #3: 

ñThere is No Such Thing as `Too Muchô Server 
Memory.ò  

(The old, ñtoo much memoryò rule last applied to 
NetWare 2.x ! )
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Prevention 101:
Get An Extended Warranty

Caveat Emptor: Always buy the manufacturerôs           
extended warrantyéitôs not a bogus add -on.

Â ñOut of the boxò warranties promise on-site service in one 
business day, with a dangerous caveat: ñéorbest effort ò  

Â The average difference between an out -of-box warranty 
call and a 7x24x4 hour contract call?  3 -6 business days!

Â Most manufacturers maintain separate stocks of spare 
parts for ñcontractò and ñnon-contractò customers. 

Â Buy a 7x24x4 hour response onsite warranty that will last 
at 3 (or more) years.  Itôs a lot cheaper than having a 
server down with bad hardware for one or more day(s).

Â Most warranty uplifts cover only components INSIDE the 
server box.  External systems such as tape drives or 
storage arrays need their own extended warranties.


